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Preliminary Note

» Comments during this presentation are based upon:
— Publicly available information;
— General observations and experience; and
— Not on any specific client case information.
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Target particular users to entice them into opening an attachment or clicking on
a link which launches malware on the system

— Nearly "80% of all espionage-motivated attacks used either a link or attachment in a
phishing email to gain access to their victim’s environment”

— Cyber criminals are “more frequently incorporating website certificates—third-party
verification that a site is secure—when they send potential victims emails that imitate
trustworthy companies or email contacts”

“Do not trust a website just because it has a lock icon or “https” in the browser
address bar.”

. http://www.verizonenterprise.com/DBIR/2014/
Mo I'g an Lewis http://www.mcafee.com/us/resources/reports/rp-phishing-quiz-assessment.pdf?snspd-0115
https://www.ic3.gov/media/2019/190610.aspx




Upon compromising victim email accounts, cyber criminals analyze the
content of compromised email accounts for evidence of financial
transactions. Often, the actors configure mailbox rules of a compromised
account to delete key messages. They may also enable automatic
forwarding to an outside email account.

L]
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Business Email Compromise
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o Typically redirect funds during
pending transaction or invoice

o Identify business relationship,
redirect wiring of funds to another
acclount controlled by perpetrators or
mule

— Customer relationships
— CEO or executive impersonation
e May include other information of
value
— Tax information
— PII
— Proprietary information

Other DOJ Fraud Examples

“Employment opportunities scams” victims are convinced to provide
their PII to ap[L()Iy for work-from-home jobs, and, once “hired” and “overpaid”
by a bad check, to wire the overpayment to the “employer’s” bank before
the check bounces;

“Real Estate Transactions” scammer impersonate sellers, realtors, title
companies, or law firms during a real estate transaction to ask the home
buyer for funds to be sent to a fraudulent account

“Rental scams” scammer agrees to rent a property, sends a bad check in
excess of the agreed upon deﬁosit, and requests the overpayment be
returned via wire before the check bounces;

“Fraudulent online vehicle sales scams” victims are convinced they are
purchasing a nonexistent vehicle and must pay for it by sending the codes of
prepaid gift cards in the amount of the agreed upon sale price to the “seller;”

“Lottery scams” victims are convinced they won an international lottery
but must pay fees or taxes before receiving the payout;

“Romance scams” victims are lulled into believing they are in a legitimate
relationship, and are tricked into sending or laundering money under the
guise of assisting the paramour with an international business transaction, a
U.S. visit, or some other cover story.

MOI'gdn Lewis https://www.justice.gov/opa/pr/281-arrested-worldwide-coordinated-international-enforcement-operation- m

targeting-hundreds




e Training

Alert to targeted financial fraud
Fraud scenarios

Be alert to other BEC forms that request the
transfer of data instead of money

Report suspicious activity

o Detection

Morgan Lewis

Intercept suspicious emails
Email rules
Verify URL in emails is associated with the business

Allow full email extensions to be viewed by
employees

Intrusion detection
Update software patches
Monitor financial transactions

Verification

Limit who can approve the transfer of funds

Validate the identity of the requestor

Verify changes in vendor payment location or institution
Two-factor authentication over threshold amount
Review email transfer of fund requests

Preservation
— Preserve evidence (including emails and log records) if

needed to locate fraudsters

Stop funds

— Alert the company’s financial institution promptly

https://www.justice.gov/opa/pr/281-arrested-worldwide-coordinated-international-enforcement-operation-

concerning suspected fraud to stop the transfer of funds

12
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Ransomware Demand

MOI‘gan Lewis http://www.calyptix.com/wp-content/uploads/WannaCry-Ransomware-Screen.jpg @



"The FBI has observed cyber "In some cases, victims who paid a
criminals using the following (rjansonjc_weg(e nevFr Pé%‘_’t[_ded ZIV'tht

, : - : ecryption keys. In addition, due to
techniques t(_) infect victims with flaws in the encryption algorithms of
ransomware. certain malware variants, victims may
— Email phishing campaigns not be able to recover some or all of

— Remote Desktop Protocol vulnerabilities their data even with a valid decryption

organization against ransomware is a
robust system of backups. Having a
recent backup to restore from could
prevent a ransomware attack from
crippling your organization.”

*
Mo I'g an Lewis https://www.ic3.gov/media/2019/191002.aspx



“Beginning in 2015 and continuing until September
2018, SamSam ransomware infiltrated computer
networks in Atlanta, Newark, and San Diego, as
well as those of major health care providers, the
University of Calgary, and others. Once deployed,
the malware encrypted data and files. The creators
then demanded payment by virtual currency to
restore access to affected systems.”

“The toll of these cyberattacks was staggering:
more than 230 entities infected, $6 million in
ransom payments extorted, and an
estimated $30 billion in damages to the
affected public and private institutions.”

“Victims were infected with the ransomware
through vulnerabilities found in common software
and network accesses points.” Executive assistant
director of the FBI's Criminal, Cyber, Response, and
Services Branch, Amy Hess, stated, “We all need to
do our part to make sure that our systems are as
strong and secure and protected as possible.”

Morgan Lewis
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Ransomware Demands

IF MY SYSTEM IS INFECTED, SHOULD I PAY THE RANSOM? SHOULD I
CONTACT THE FBI?

The FBI does not advocate paying a ransom, in part because it does not
guarantee an organization will regain access to its data. In some cases, victims
who paid a ransom were never provided with decryption keys. In addition, due
to flaws in the encryption algorithms of certain malware variants, victims may
not be able to recover socme or all of their data even with a valid decryption
key.

Paying ransoms embaoldens criminals to target other organizations and
provides an alluring and lucrative enterprise to other criminals. However, the
FBI understands that when businesses are faced with an inability to function,
executives will evaluate all options to protect their shareholders, employees,
and customers.

Regardless of whether you or your crganization have decided to pay the
ransom, the FBI urges you to report ransomware incidents to law enforcement.
Doing so provides investigators with the critical information they need to track
ransomware attackers, hold them accountable under U.5. law, and prevent
future attacks.

Morgan Lewis
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New Cybersecurity Threats

MOl' an Lewi s https://www.wired.com/story/coronavirus-cyberattacks-ransomware-phishing/
g https://www.computerweekly.com/news/252480238/Coronavirus-now-possibly-largest-ever-cyber-security-threat




New Cybersecurity Threats

0 H https://www.ic3.gov/media/2020/200401.aspx
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Department of Justice

Office of Public Affairs

FOR IMMEDIATE RELEASE IWednesday, April 22, 202

Department of Justice Announces Disruption of Hundreds of Online COVID-19 Related
Scams

Hundreds of Domains Disrupted Through Public and Private Sector Cooperative Efforts

Federal authorities announced today that an ongoing cooperative effort between law enforeement and a number of private-
sector companies, including multiple internet domain providers and registrars, has disrupted hundreds of internet domains

used to exploit the COVID-19 pandemic to commit fraud and other crimes.

As of April 21, 2020, the FBI's Internet Crime Complaint Center (IC3) has received and
reviewed more than 3,600 complaints related to COVID-19 scams, many of which operated
from websites that advertised fake vaccines and cures, operated fraudulent charity drives,
delivered malware, or hosted various other types of scams. To attract traffic, these websites
often utilized domain names that contained words such as “covid19,” or “coronavirus.” In some

cases, the fraudulent sites purported to be run by, or affiliated with, public health organizations
or agencies.

[ T
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Be Aware of COVID-19 Scams

Morgan Lewis (20)
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Independently verify the identity of any company, charity,
or individual that contacts you regarding COVID-19.

Check the websites and email addresses offering
information, products, or services related to COVID-19.

—  For example, they might use “cdc.com” or “cdc.org” instead of
“cdc.gov.”

Be wary of unsolicited emails offering information,
supplies, or treatment for COVID-19 or requesting your
personal information for medical purposes. Legitimate
health authorities will not contact the public this way.

Do not click on links or open email attachments from
unknown or unverified sources. Doing so could
download a virus onto your computer or device.

Make sure the anti-malware and anti-virus software on
your computer is operating and up to date. Keep your
operating system up to date as well.

https://www.justice.gov/opal/pr/department-justice-announces-disruption-hundreds-online-covid-19-related-scams

Ignore offers for a COVID-19 vaccine, cure, or

treatment. Remember, if a vaccine becomes available, you
will not hear about it for the first time through an email, online
ad, or unsolicited sales pitch.

Check online reviews of any company offering COVID-19
products or supplies. Avoid companies whose customers have
complained about not receiving items.

Research any charities or crowdfunding sites soliciting
donations in connection with COVID-19 before giving any
donation.

Be wary of any business, charity, or individual requesting
payments or donations in cash, by wire transfer, gift card,
or through the mail. Do not send money through any of
these channels.



Secure Connections

— No public wi-fi or open internet connections
— VPN / Encrypted connections

— Password-protected connections

— Multi-Factor Authentication (MFA)

Secure End Points (Data At Rest)
— Encryption

— Endpoint Protection Platforms

— Endpoint Detection and Response

BYOD
— Layers of control on access to data
— Mobile device management

Strong Passwords
— Computers, devices
— Network access

Morgan Lewis

Secure Documents
— Secure, locked storage
— Return for cross-shredding
Protecting Trade Secrets and Confidential

Information
— Reasonable measures
— Layers of security

Training

— Alert and aware to new risks

— Promote culture of cybersecurity
Company Policies

— Telework Security Policy

— Company Confidential Information Policy

— BYOD (Bring Your Own Device to Work) Policy

Test Incident Response Plan
— Are you prepared for an incident?
— Emergency contact information
— Business continuity issues






2019 Cost of Data Breach Report
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Root Cause of Data Breach

» Malicious attacks were the
costliest, with a per record
cost that was 25% higher
than breaches caused by
human error or system
glitches.

» Malicious attacks have
increased as a share of
breaches, up 21% between
2014 and 2019 studies.

Morgan Lewis (25)



Cost Per Capita Based on Cause of Data Breach
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Average Total Cost by Size
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The Four Cost Components

Morgan Lewis (28]



Detection and Escalation Costs

Morgan Lewis (29)



Notification Costs
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Post Data Breach Response Costs

Morgan Lewis https://www.ibm.com/downloads/cas/861MNWN2 @



Lost Business Costs

Certain countries were more vulnerable
to customer turnover.

Figure 23, reports the average abnormal customer
turnover rates for all country or regional samples
represented in this research. Results showed marked
differences among countries, France, Italy and Japan
experienced the highest abnormal customer turnover
rates, whereas, Scandinavia, Turkey and Canada had
the lowest.

Mol'gqn Lewis https://www.ibm.com/downloads/cas/861MNWN2 @



Equifax data breach (2017)

— Cost approximately
$439 million to address (initial
estimate)

— Only $125 million was covered by
insurance (71% underinsurance
rate).

— Data breach cost Equifax around
$800 million to resolve most
claims.

https://www.reuters.com/article/us-equifax-cyber/equifax-breach-could-be-most-costly-in-corporate-history-idUSKCN1GE257

M o) I.g an Lew' S https://www.nytimes.com/2019/07/22/business/equifax-settlement.html @



Did a “data breach” occur?

Determining scope of data breach or
incident.

When was cyber compromise/incident
discovered?

— How was cyber compromise/incident
discovered?

How did cyber compromise/incident
occur?

When did the cyber compromise/incident
occur?

— Early assessments can be revised

Morgan Lewis

Who caused cyber compromise/incident?
— Attribution analysis

What security risks?
Which regulators?
Notification issues
Public relations

Cyber Insurance coverage
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Hackers began to access personal
identifying information.

\

Equifax discovered “suspicious network
traffic” associated with its consumer
dispute website. Its information security
department applied the Apache patch.

Equifax’s information security department
observed further suspicious activity and
took the web application offline.

Equifax’s Chief Information Officer notified
CEO Richard Smith of the suspicious
activity.

Three senior Equifax executives sold stock
worth almost $1.8 million.

https://epic.org/privacy/data-breach/equifax/

Equifax announced the security breach to
the public on Twitter.

Two Equifax executives resigned.

Equifax issued a press release confirming
that the vulnerability was Apache Struts
CVE-2017-5638.

Equifax CEO Richard Smith retired and
Board of Directors appointed Paulino do
Regos Barros Jr. as Interim CEO.

Interim CEO Paulino do Regos Barros Jr.
published a public apology on behalf of
Equifax, and announced a new free service
allowing people to lock and unlock their
credit.

©



Equifax Inc. — Public Disclosures

Equifax Inc. (NYSE: EFX) today announced a cybersecurity incident
potentially impacting approximately 143 million U.S. consumers.
Criminals exploited a U.S. website application vulnerability to gain

access to certain files.

. *
M ol g an Lew IS https://investor.equifax.com/news-and-events/news/2017/09-07-2017-213000628 @



On behalf of Equifax, I want to express my sincere and total apology to every
consumer affected by our recent data breach. People across the country and around
the world, including our friends and family members, put their trust in our company.
We didn't live up to expectations.

We were hacked. That's the simple fact. But we compounded the problem with
insufficient support for consumers. Our website did not function as it should have,
and our call center couldn’t manage the volume of calls we received. Answers to key
consumer questions were too often delayed, incomplete or both. We know it’s our
job to earn back your trust.

Interim CEO Paulino do Regos Barros Jr. (Sept. 27, 2017)

MOI’gd 1] LeWiS https://www.wsj.com/articles/on-behalf-of-equifax-im-sorry-1506547253 @



Securities Class Action — United States District Court, Northern District of Georgia

Insider Trading Claims - SEC and DOJ Action

— March 14, 2018, the SEC charged Jun Ying (former chief information officer) with insider
trading in connection with a September 2017 data breach announcement by Equifax disclosing
that the company had been hacked

— Parallel proceeding by U.S. Attorney’s Office for the Northern District of Georgia

— June 28, 2018, the SEC charged Sudhakar Reddy Bonthu (former software engineer) with
insider trading in connection with the September 2017 data breach announcement by Equifax

— Parallel proceeding by U.S. Attorney’s Office for the Northern District of Georgia

DOJ Indictment — Announced February 10, 2020 charges against four Chinese
military-backed hackers for the 2017 cyberattack against Equifax

Morgan Lewis ©



Equifax Inc.:

Securities Class Action — Northern District of Georgia

» Federal Trade Commission,
Plaintiff, v. Equifax, Inc.,
Defendant. — July 23, 2019

— $575-700 million

— The settlement includes up to
$425 million to provide affected
consumers with credit monitoring
services.

. https://www.ftc.gov/enforcement/cases-proceedings/172-3203/equifax-inc
Mo |'g an Lewis https://www.ftc.gov/news-events/press-releases/2019/07/equifax-pay-575-million-part-settlement-ftc-cfpb-states-related @



Case

FTC and CFPB and State
Enforcement Actions

Securities Class Action

Derivative Lawsuit

Indiana

New York State
Department of Financial
Services

Chicago

Morgan Lewis

Case Name
In re: Equifax Inc. Customer Data Security Breach Litigation
(NDGA 1:17-md-2800-TWT)

In re. Equifax Inc. Securities Litigation
(NDGA 1:17-cv-03463)

In re. Equifax Inc. derivative Litigation
(NDGA 1:178-cv-00317)

State of Indiana v. Equifax Information Services LLC
(Marion County Circuit and Superior Court 49D11-1905-PL-
018398)

In the Matter of Equifax Inc.

City of Chicago v. Equifax Inc.
(NDIL 1:17-cv-07798)

Settlement Amount

$575-700M

$149M

$32.5M

$19.5M settlement

$19.2M

$1.5M settlement



Equifax Inc.:

SEC Action — Insider Trading Claims

e Securities and Exchange Commission v. Jun Ying — March 14, 2018

— JunYing, a former chief information officer of a U.S. business unit of
Equifax, who was next in line to be the company’s global CIO, allegedly
used confidential information entrusted to him by the company to
conclude that Equifax had suffered a serious breach.

— Before Equifax’s public disclosure of the data breach, Ying exercised all of
his vested Equifax stock options and then sold the shares, reaping
proceeds of nearly $1 million. According to the complaint, by selling
before public disclosure of the data breach, Ying avoided more than
$117,000 in losses.

e Securities and Exchange Commission v. Sudhakar Reddy Bonthu -
June 28, 2018

— SEC charged that Equifax software engineering manager Sudhakar Reddy

Bonthu traded on confidential information he received while creating a
website for consumers impacted by a data breach.

— The SEC alleges that Bonthu violated company policy when he traded on
the non-public information by purchasing Equifax put options. Less than a
week later, after Equifax publicly announced the data breach and its stock
declined nearly 14 percent, Bonthu sold the put options and netted more
than $75,000, a return of more than 3,500 percent on his initial
investment.

— Bonthu, 44, was terminated from Equifax in March after refusing to
cooperate with an internal investigation into whether he had violated the
company’s insider trading policy.

.
M o |.g a n Lew | S https://www.sec.gov/litigation/complaints/2018/comp24073.pdf
https://www.sec.gov/litigation/complaints/2018/comp24 183.pdf




Equifax Inc.:

DOJ Prosecutions — Insider Trading Claims

Morgan Lewis
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On February 10, 2020, “the U.S. Department of
Justice announced charges against four Chinese
military-backed hackers in connection with
carrying out the 2017 cyberattack against
Equifax.”

“The intrusion led to the largest known theft of
personally identifiable information ever carried
out by state-sponsored actors.”

“This data has economic value, and these thefts
can feed China’s development of artificial
intelligence tools as well as the creation of
intelligence-targeting packages,” U.S. Attorney
General William Barr said. “In addition to the
thefts of sensitive 1:personal data, our cases
reveal a pattern of state-sponsored computer
intrusions and thefts by China targeting trade
secrets and confidential business information.”

.
M o |.g a n Lew [ S https://www.fbi.gov/news/stories/chinese-hackers-charged-in-equifax-breach-021020




Ongoing investigation

Nine Count Indictment: “Wu Zhiyong (REE),
Wang Qian (E&z), Xu Ke (iF9]) and Liu Lei (X&)
were members of the PLA's 54th Research Institute,
a component of the Chinese military. They allegedly
conspired with each other to hack into Equifax’s
computer networks, maintain unauthorized access to
those computers, and steal sensitive, personally
identifiable information of approximately 145 million
American victims.”

Ongoing Cooperation: “Equifax cooperated fully
and provided valuable assistance in the
investigation.”

Mo |°g an Lewis https://www.sec.gov/news/press-release/2019-71

https://www.fbi.gov/wanted/cyber/chinese-pla-members-54th-research-institute







Regulatory Landscape
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Data Breach Notification Statutes

 First: California Data Breach
Notification Statute (2002)

* Now: 54 US Jurisdictions (DC, Puerto
Rico, Guam and Virgin Islands)

California Consumer Privacy Act
of 2018

Special Focus Statutes:
South Carolina Insurance Data Security
Act (H. 4655)

New York Department of Financial
Services (NYDFS) Cybersecurity
Rule (March 2017)

Federal Trade Commission
« Section 5: “unfair or deceptive acts or
practices in or affecting commerce”

Securities and Exchange
Commission (SEC) Statement and
Guidance on Public Company
Cybersecurity Disclosures

Health Insurance Portability and
Accountability Act (HIPAA) of 1996

European Union (EU) General Data
Protection Regulation (GDPR)
(May 2018)



*

California Consumer Privacy Act Timeline

CALIFORNIA REPUBLIC

Dec. 6, 2019
June 28, 2018 Oct. 10, 2019 Puggrci O%O?nrggnt
Californi CCPA Proposed
! Orcnc"'; :nacts Regulations by on CCPA
the CA Attorney Proposed
AB 375 General Regulations
Sept. 23, 2018 Oct. 11, 2019 Jan. 1, 2020
Amendments Amendments CCPA Takes
SB No. 1121 AB 25, 874, Effect
1146, 1355, and
1564

Morgan Lewis [49)



*

CALIFORNIA REPUBLIC

For-profit organization or legal entity that * Also satisfy one of three thresholds:
— Does business in California 1) The annual gross revenue in excess of $25
— Collects consumers’ personal information, either million

directly or through a third party on its behalf 2) Annually buys, receives for the business’s

commercial purposes, sells, or shares for

B “goll_ects IS I:_)roadly ﬂeﬂ_ned tob ln_cl_ude commercial purposes the personal information of
uying, renting, gathering, obtaining, 50,000 or more consumers, households, or

receiving, or accessing any personal devices, alone or in combination
information pertaining to a consumer by any

. o .
means” 3) Derives 50% or more of its annual revenue from

selling consumers’ personal information
— Either alone, or jointly with others, determines

the purposes and means of processing of
consumers’ personal information

— Resembles GDPR's “data controller” concept

e Applies to brick-and-mortar businesses, not just
collection of personal information electronically or
over the internet

e Does not apply to nonprofits

Morgan Lewis (50)



*

CALIFORNIA REPUBLIC

Personal information includes any information that “identifies, relates to, describes, references, is
capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular
consumer or household”

7 Internet or other electronic network activity, such as

1) Name, address, personal identifier, IP address, email address, browsing history, search history, and information
account name, Social Security number, driver’s license number, regarding a consumer’s interaction with a website,
or passport number application, or advertisement

2  Categories of PI described in California’s customer records

destruction law 8  Audio, electronic, visual, thermal, olfactory, or similar

information

3) Characteristics of protected classifications under CA or federal . ] ]
law 9) Professional or employment-related information

49  Commercial information, including records of personal property; 10Q Education information that is subject to the Family
products or services purchased, obtained, or considered; or Educational Rights and Privacy Act

other purchasing or consuming histories or tendencies
P g g 11) Inferences drawn from any of the information listed

5  Biometric information above to create a profile about a consumer reflecting

§  Geolocation data the consumer’s preferences, characteristics,
psychological trends, preferences, predispositions,
behavior, attitudes, intelligence, abilities, and aptitudes

Morgan Lewis [Cal. Civil Code § 1798.140(0)] @



Right to know the categories of information
Right of access and data portability
Right to request data be deleted

Right to opt out of the sale or sharing of personal information to third parties

— Businesses prohibited from selling personal information of consumers under the age of
16 without explicit consent

Right to equal service and price

Morgan Lewis



Scope: Civil enforcement for any violation of CCPA against a “business,
service provider, or other person”

Opportunity to Cure: Applies to violation after business “fails to cure any
alleged violation within 30 days after being notified of alleged noncompliance.”

Civil Enforcement Damages:
 Injunctive relief
« $2,500 for each violation
« $7,500 for each intentional violation of the CCPA

Morgan Lewis [Cal. Civil Code § 1798.155(b)] ‘



Enforcement Delayed:

o “[U]ntil six months after the publication of the final regulations issued pursuant to this
section or July 1, 2020, whichever is sooner.”

New Consumer Privacy Fund:
o Civil enforcement penalties deposited in the Consumer Privacy Fund

o Intended “to fully offset any costs incurred by the state courts and the Attorney
General” in enforcement.

Morgan Lewis [Cal. Civil Code § § 1798.155(b), 1798.185(c)] ()



Limited Consumer Private Right of Action
(1) Nonencrypted or nonredacted personal information

(2) “subject to an unauthorized access and exfiltration, theft, or
disclosure”

“as a result of the business’s violation of the duty to implement and
maintain reasonable security procedures and practices appropriate
to the nature of the information to protect the personal information”

* Recovery « Opportunity to Cure

o Damages o Statutory Damages
o Injunctive or declaratory relief

o “Any other relief the court deems proper”
Morgan Lewis (55)



/Statutory or Actual Damages\

"

 Greater of:

Not less than $100 and not
greater than $750 per consumer
per incident

Or actual damages

@atutory Damages Factors\

* Nature and seriousness of the
misconduct

*  Number of violations

» Persistence of the misconduct

* Length of time over which the
misconduct occurred

*  Willfulness of the defendant’s
misconduct

 Defendant’s assets, liabilities, and net
worth

» Other “relevant circumstances

/

Morgan Lewis

\ presented by any of the parties” /

©




New reasonable security requirement for companies to “develop, implement
and maintain reasonable safeguards to protect the security, confidentiality and
integrity of” private information of New York residents.

Effective March 23, 2020.

Reasonable safeguards include

— Risk assessments, employee training, selecting vendors capable of maintaining
appropriate safeguards and implementing contractual obligations for those vendors, and
disposal of private information within a reasonable time.

Morgan Lewis (57)



State Data Breach Notification Laws

e 54 US Jurisdictions

— New Jersey and Washington expanded their
definitions of personal information and
modified their notification standards in 2019

— Also: Illinois, Maine, Maryland,
Massachusetts, New York, Oregon, and Texas
» State law based on residency

» Notification may be required to customers,
government, and credit agencies
» Enforcement and Actions

— Separate AG enforcement action may be
brought

— Some States provide a private right of
action

° L]
M ol g an Lew IS https://pdf.ic3.gov/2019_IC3Report.pdf @



Government Agency Enforcement Actions

Morgan Lewis (59)



Written Risk Assessment : Board review and approval
Audit: Improve the oversight of the audit function.

Board and Management Oversight: Improve the oversight of
the Information Security Program:

— Approve written Information Security Program and Information
Security Policy annually

— Review management annual report on the adequacy of the
Security Program

— Enhance the level of detail within the Technology Committee and
board minutes, documenting relevant internal management
reports

— Review and approve IT and information security policies and
ensure they are up-to-date

— Security Incident Handling Procedure Guide includes up-to-date
incident-related procedures and clarifies the roles and
relationships of the groups involved in the incident response.

.
Mo I‘gan Lewis https://www.dfs.ny.gov/about/ea/ea180627.pdf




Vendor Management: Improve oversight and
documentation of critical vendors and ensure that
sufficient controls are developed to safeguard
information.

Patch Management: Improve standards and
controls for supporting the patch management
function.

Information Technology

Operations: Enhance oversight of IT operations
concerning disaster recovery and business
continuity function

Alabama State Banking Department, the
California Department of Business Oversight,
Georgia Department of Banking and
Finance, Maine Bureau of Consumer Credit
Protection, Massachusetts Division of Banks,
New York Department of Financial Services,
North Carolina Office of Commissioner of
Banks, and Texas Department of Banking.

.
Mo I‘gan Lewis https://www.dfs.ny.gov/about/ea/ea180627.pdf




Feb. 21, 2018

Disclosures Based on Reporting
Obligations

— Management’s Discussion and Analysis of
Financial Condition and Results of Operations

— Cybersecurity Risk Factors
Materiality Standard
Timing of Disclosures

Board Role
— Managing cyber risk

Cybersecurity Policies and Procedures

Insider Trading Policies and Procedures
Related to Cyber Risks and Incidents

Morgan Lewis




— Nine public companies victims of cyber-related frauds

— Issue: Whether these companies violated federal
securities laws by failing to have a sufficient system
of internal accounting controls.

— Public companies could still be liable for federal
securities violations if they do not have sufficient
internal accounting controls that specifically take into
account these new threats.

— Focus on internal accounting controls that reasonably
safeguard company and investor assets from cyber-
related frauds.

= “devise and maintain a system of internal
accounting controls sufficient to provide
reasonable assurances that (i) transactions are
executed in accordance with management’s
general or specific authorization” and that “(iii)
access to assets is permitted only in
accordance with management’s general or
specific authorization.” Section 13(b)(2)(B)(i)
and (iii) of the Securities Exchange Act

Morgan Lewis




2020 Risk Report

Through thousands of examinations of broker-dealers,
investment advisers, clearing agencies, national securities
exchanges and other SEC registrants, OCIE has observed
various industry practices and aEproaches to managing

and combating cybersecurity ris

and the maintenance

and enhancement of operational resiliency:

Governance and Risk Management
Access Rights and Controls

Data Loss Prevention

Mobile Security

Incident Response and Resiliency
Vendor Management

Training and Awareness

Mo |’g an Lewis https://www.sec.gov/files/OCIE-Cybersecurity-and-Resiliency-Observations-2020-508.pdf

https://www.sec.gov/files/OCIE%202019%20Priorities.pdf




Governance and Risk Management

Mo |°gq n Lewi S https://www.sec.gov/files/OCIE-Cybersecurity-and-Resiliency-Observations-2020-508.pdf @
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Governance and Risk Management (cont.)

OCIE has observed organizations utilizing the following risk management and governance
measures:

Mo |'gq n Lewi S https://www.sec.gov/files/OCIE-Cybersecurity-and-Resiliency-Observations-2020-508.pdf @
https://www.sec.gov/files/OCIE%202019%20Priorities.pdf




Vendor Management

Practices and controls related to vendor
management generally include policies
and procedures related to:

» conducting due diligence for vendor selection;

* monitoring and overseeing vendors, and
contract terms;

* assessing how vendor relationships are
considered as part of the organization’s
ongoing risk assessment process as well as
how the organization determines the
appropriate level of due diligence to conduct
on a vendor; and

* assessing how vendors protect any accessible
client information.

Morgan Lewis (67)



Training and awareness are key components of cybersecurity programs. Training
provides employees with information concerning cyber risks and responsibilities
and heightens awareness of cyber threats.

OCIE has observed the following practices used by organizations in the area of
cybersecurity training and awareness:

Morgan Lewis ©



Office of Compliance Inspections and Examinations

2019 Examination Priorities: Cybersecurity

.
Morgan LewIs nhttps/iwww.sec.gov/files/OCIE%202019%20Priorities.pdf @



SEC Cyber Unit

» A specialized unit dedicated to targeting cyber-related misconduct in the US
markets.

» The SEC Cyber Unit has focused on alleged misconduct involving:
— Issuer disclosure
— Market oversight
— Intrusions into retail brokerage accounts
— The submission of false regulatory filings
— Hacking to obtain material non-public information.

Morgan Lewis Q@



SEC v. Ly, Jonathan (December 5, 2016)

— IT specialist at Expedia, Inc. allegedly hacked into the email accounts of senior
executives of his employer to obtain nonpublic information on which he traded in
advance of seven Expedia earnings announcements and two Expedia agreement-related
announcements, profiting nearly $350,000.

SEC v. Hong, Iat, et al. (December 27, 2016)

— Overseas traders hacked into two prominent New York-based law firms to obtain
nonpublic information on which they traded, racking up almost $3 million in illegal
profits.

Please note that while in the case of SEC v. Hong, Iat, et al. the attack came from outside the
organization, in the case of SEC v. Ly, the danger stemmed from an internal threat.

. https://www.sec.gov/news/pressrelease/2016-256.html
Morgan Lewis https://www.sec.qov/litigation/litreleases/2016/Ir23711.htm m



The Options Clearing House (September 4, 2019)

— The Commission filed a settled cease-and-desist and administrative proceeding against
Options Clearing Corporation for violating Exchange Act Rules 17Ad-22(b)(2) and (e)(1),
(3), (4), (6) and (7), Reg. SCI, and Section 19(b)(1) of the Exchange Act and Rule 19b-
4(c) thereunder as a result of its failures to establish and enforce policies and
procedures involving financial risk management, operational requirements and
information-systems security and changing of policies on core risk management issues
without obtaining the required SEC approval.

— The OCC was ordered to pay a combined $20 million penalty.

Mo |°g an Lewis https://www.sec.gov/news/press-release/2019-171 @



SEC v. Facebook, Inc. (July 24, 2019)

— The Commission brought charges against Facebook Inc. for making misleading
disclosures regarding the risk of misuse of Facebook user data.

— “For more than two years, Facebook’s public disclosures presented the risk of misuse of
user data as merely hypothetical when Facebook knew that a third-party developer had
actually misused Facebook user data.”

— Facebook ordered to pay $100 million penalty.

. https://www.sec.gov/litigation/complaints/2019/comp-pr2019-140.pdf
Morgan Lewis @






The Best Offense is a Good Defense

e Written Information Security Program,
e Governance Policies and Procedures

— Board cyber risk management ~ Best practice

— Mandatory for some states. See, e.g., Massachusetts
_ Cybersecurity risk oversight and data security regulations (201 C.M.R. 17.00 et seq.)

personnel
— Cyber-risk management policies and * Record of Reasonable Security Procedures
practices and Practices
.. — Based on risk assessments to identify, detect, analyze,
— Preparedness for cyber incident or manage, prioritize and mitigate cybersecurity risks
attack — Prepared to respond to regulatory investigation

— Reasonable security standard in about half the states
— Defense to CCPA private litigation

Morgan Lewis (75)



Internal Controls and Policies Insider Trading

— “[M]aintain[] comprehensive policies and _ . . ‘L
procedures related to cybersecurity risks and Insider Trading POI'_C|eS and Prqcedures
incidents” Related to Cyber Risks and Incidents
~ Tailored to your cyber security needs — “[P]olicies and procedures to prevent
— Identify, Protect, Detect, Respond and Recover trading on the basis of all types of
— Review controls to prevent and detect cybercrime material nonpublic information
I

(Section 21(a) Report)

— Emerging Reasonable Cybersecurity Standard mCIUdmg information relatmg to

cybersecurity risks and incidents.”

Training

— Prepared for cyber risks Leg al Review

— Prevention i i

_ Responding to cyber risks — Insider Trading Programs
— Phishing and Business Email Compromise — Internal Control Programs

Morgan Lewis (76)



The Best Offense is a Good Defense

e Managing Cyber Incident
— Multiple regulators
— Incident Response Plans and Testing
— Attorney-Client Privilege Cyber Investigations

¢ Address Disclosure Issues
— Timing
— Periodic Reports
— Form 10-K

— Management’s Discussion and Analysis (MD&A)
section

— Materiality Standard
— Cybersecurity Risk Factors

— Notifications to others including individuals and public
agencies

¢ Responding to Regulators
— Victim of cyber crime
— Reacted reasonably under the circumstances

Morgan Lewis @



Assist before, during, and after a data breach.

Data breach-prevention guidance:

o Implementing policies and training regarding data breaches, including governance and risk
assessments, data loss prevention, and vendor management.

Guidance on managing data breach

o Conducting confidential, privileged cyber incident investigations.

Assist on enforcement investigations and actions by federal and state regulators

Assist on class litigation or other litigation that often results from a data breach.

« Successfully defended more than two dozen data privacy class actions — either winning
motions to dismiss or defeating class certifications in lawsuits brought after data breaches or
based upon alleged violations of a company’s privacy policy.

Morgan Lewis






Partner
Morgan Lewis
mark.krotoski@morganlewis.com

+1.650.843.7212

Morgan Lewis

« Litigation Partner, Privacy and Cybersecurity and Antitrust practices
Co-Head of Privacy and Cybersecurity Practice Group
More than 20 years’ experience handling cybersecurity cases and issues

Assists clients on litigation, mitigating and addressing cyber risks,
developing cybersecurity protection plans, responding to a data breach
or misappropriation of trade secrets, conducting confidential
cybersecurity investigations, responding to regulatory investigations,
and coordinating with law enforcement on cybercrime issues.

Variety of complex and novel cyber investigations and cases

= At DOJ, prosecuted and investigated nearly every type of
international and domestic computer intrusion, cybercrime, economic
espionage, and criminal intellectual property cases.

= Served as the national coordinator for the Computer Hacking and
Intellectual Property (CHIP) Program in the DOJ’s Criminal Division,
in addition to other DOJ leadership positions, and as a cybercrime @
prosecutor in Silicon Valley.



Emily Drazan Chapman counsels companies with respect to
the federal securities laws, corporate governance matters,
and responding to activist shareholder campaigns. Prior to
joining Morgan Lewis, Emily was an attorney-adviser with the
US Securities and Exchange Commission (SEC) in the Division
of Corporation Finance where she reviewed transactional
filings under the Securities Act of 1933 and periodic reports
and proxy statements under the Securities Exchange Act of

1934.
Associate Emily also served in the SEC’s Division of Corporation
Morgan Lewis : , . . . .
emily.chapman@morganlewis.com Finance’s Office of Small Business Policy, where she provided
+1.202.739.5699 interpretative guidance on exemptions to SEC registration

and reviewed applications for bad actor waivers.
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Our Global Reach

Africa Latin America
Asia Pacific Middle East
Europe North America

Our Locations

Abu Dhabi Moscow
Almaty New York
Beijing* Nur-Sultan
Boston Orange County
Brussels Paris

Century City Philadelphia
Chicago Pittsburgh
Dallas Princeton
Dubai San Francisco
Frankfurt Shanghai*
Hartford Silicon Valley
Hong Kong* Singapore*
Houston Tokyo

London Washington, DC
Los Angeles Wilmington
Miami

*Qur Beijing and Shanghai offices operate as representative offices of Morgan, Lewis & Bockius LLP. In Hong Kong, Morgan Lewis operates through

°
[ ]
M OI g q n LeWI S Morgan, Lewis & Bockius, which is a separate Hong Kong general partnership registered with The Law Society of Hong Kong as a registered foreign law
firm operating in Association with Luk & Partners. Morgan Lewis Stamford LLC is a Singapore law corporation affiliated with Morgan, Lewis & Bockius LLP.
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This material is provided for your convenience and does not constitute legal advice or create an attorney-client relationship. Prior results do not guarantee similar outcomes. Attorney Advertising.
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